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Executive Summary

Objective — This research effort seeks to formalize a collaboration between Oregon State
University’s (OSU) School of Nuclear Science and Engineering (NSE) and the Cybersecurity
group in Electrical Engineering and Computer Science (EECS) to establish a dynamic risk
approach for nuclear cybersecurity. The proposed project will integrate cyber expertise to
assess vulnerabilities in digital instrumentation and control (I&C) systems that are applicable to
sustaining light water reactors. The team will leverage existing tools such as Sandia’s ADAPT
Dynamic Event Tree (DET) methodology to link cybersecurity threat models with RELAP5-3D to
investigate the cyber-physical impact on the system. The proposed research directly addresses
the objectives of the NRC Research Program, namely, providing risk-informed security through
understanding of cyber risks and vulnerabilities associated with nuclear plant I&C. It does this
through an integration of 1&C cyber risk modeling and analysis with physical plant simulation.
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