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SECY 11-0154: Incorporate industry best
practices for product authentication of
complex items that will provide additional
assurance for preventing CFSI

Problem: Clarification is needed to better define
items subject to “authentication” and the extent
of inspection necessary to confirm that the items

are authentic.
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Industry Objectives

= |dentify items during the procurement
process that are considered “at-risk” for
counterfeiting or fraud.

= Define enhanced receiving
inspections/testing necessary to confirm that
at-risk items received are authentic.

= Implement enhanced inspections/testing of
at-risk items.
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Presentation Notes
Ensuring that CFSIs are not introduced into nuclear plants is of utmost importance to a licensee.  The licensee’s first focus is on keeping CFSIs out of the plant (not to determine the source of initiation). 
Once an item is identified or suspected of being a CFSI, it shall be quarantined to ensure that it is not installed in the plant, and properly dispositioned.

Immediate Actions�
When an item is identified as a potential CFSI during the receipt inspection process, the item is placed on-hold and quarantined (to prevent placement into stock / co-mingling with acceptable inventory / installed into a plant application) and further evaluated for proper disposition. 

The specific actions taken depend on the level of details obtained during the evaluation (but existing processes should prevent the part from going into stock / installed into the plant).




“At-Risk” Procurement Defined

= A procurement is “at-risk” if the
purchasing agent, material analyst, or
procurement engineer are aware of
exposure to risk factors known to be
associated with counterfeit and fraudulent
items including (but not limited to) the
following:
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Follow-up actions that can be taken during the evaluation can include: 

Contacting the OEM/OES for details, and carefully deciding if the suspect items should be returned to the OEM/OES, 

Making the proper notifications (such as sharing this Operating Experience via INPO, sharing the information to the EPRI “scfi” database, notifying the regulator).

A graded approach to the quarantine of suspect items and when such items can be returned to the source is essential.  

For example, returning suspect items to an OEM or Authorized distributor may be appropriate, while returning suspect items to a smaller, lesser known supplier might not due to concerns that such a supplier might be more likely to remarket the same suspect items to others.



“"At-Risk” Procurement Defined

= The product is known to be susceptible to counterfeiting
= Product is a commodity vs. an engineered product

= OE has identified receipt of suspected counterfeit or fraudulent
items of similar type (i.e. manufacturer/supplier and part/model
number combination)

= OE has identified receipt of suspected counterfeit or fraudulent
items from the selected supplier

= The supplier will not accept a purchase order (Credit Card only)
= The supplier is new (without an established record)

= The supplier is unknown or unverified (e.g. internet-based)
supplier or broker
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“"At-Risk” Procurement Defined

= The supplier is not the OEM or is not authorized by the OEM or
the licensee to provide the items being purchased
(authorization critical for items such as lifting/rigging; Safety;
Fire Protection; etc)

= The supplier takes exception to anti-counterfeiting / fraud
language in the purchase order

= The cost/unit quoted is significantly lower than other quotes or
previous purchase prices (at the same quality level imposing
similar requirements)

= The items being ordered are known to originate from regions
known to provide counterfeit items of that type (e.g. integrated
circuits originating from China)
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Enhanced Inspection for
At-Risk Items

Inspections implemented to confirm that the
items received are authentic

Could be based on input from the manufacturer

Inspections in addition to normal receiving
inspections.

Specified by appropriate engineering/technical
organization

Implemented at receiving inspection
Appropriate sampling for destructive testing
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How many items were procured – if a single item was procured, it may not be prudent to send it back to the vendor until the licensee performs a more detailed evaluation. If a larger quantity was procured, depending on how many items are identified as potentially CFSI, it may warrant sending an item or two back to the OEM / OES for evaluation (while retaining the remaining procured quantities).

Determine method of procurement – if the item was procured from an Appendix B supplier, Part 21 considerations may apply so work with internal regulatory affairs / QA personnel to determine the best course of action. If procured from a commercial supplier, determine what actions are necessary relating to the supplier’s involvement in the evaluation (based on familiarity with the supplier).

A related issue is NRC access to quarantined items for investigation or potentially destructive examination.

There could be potentially significant financial issues for high volume or high cost items, so all of these factors have to be considered, however, any decisions made should be properly documented in detail to justify the actions taken, and these can be worked jointly with the regulator for evaluation purposes.
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Summary

Utility CFSI process should include guidance
for supply chain personnel to designate a
purchase as “at-risk”, specify enhanced
inspections for at-risk items, and implement
enhanced inspections at receipt, to provide
reasonable assurance that items received are
authentic.
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