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SECY-11-0154 N
Overview of Actions to Address CFSI

19 Planned Actions to address the 24 Issues

5 Categories used to consolidate similar Issues
1. Industry process enhancements and best practices
Regulatory guidance
Communication
Training
Industry oversight for detecting & preventing CFSI
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SECY-11-0154
(Current status)

Completed actions:

1. Revised the NRC Allegations training module to include CFSI
2. Developed CFSI awareness modules for NRC Inspectors
» Presentations are currently underway at the Regions
3. Established outreach relationships with DHS/ICE
* “Operation Chain Reaction”
4. Completed CFSI training research for Information Notice



SECY-11-0154
(Current status)

Actions in development:
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Developing CFSI Training Information Notice

Revising10 CFR Part 21

Expanding the NRC’s OpE/ConE program for CFSI
Monitoring ASME NQA-1 revisions to include CFSI language

Evaluating the need for a pilot program to inspect licensee
procurement processes

Evaluating the need for additional CFSI guidance in NRC Inspection
Procedures

Developing “proactive” CFSI strategies for the commercial nuclear
industry
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PROACTIVE STRATEGIES

For the next public meeting, the NEl managed Industry Task
Group will present plans to:

a)

b)

Develop a plan for implementing “proactive” CFSI strategies

Develop a method for sharing CFSI Information, including issues
identified during receipt inspection and during commercial grade
dedication

Develop an industry accepted practice for using the corrective action
program and nonconformance programs for entering CFSI related to
safety related components

Develop an industry accepted practice for using the corrective action
program to enter non-safety related CFSI into the corrective action
program

Establish an industry CFSI database
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SECY-11-0154
PROACTIVE STRATEGIES (cont’d)

Incorporate industry best practices for quarantining CFSI items and
removing them from the supply chain without returning them to the
supplier

Incorporate industry best practices for identifying and informing the
industry of CFSI trends

Incorporate industry best practices for enhancing commercial-grade
dedication, and receipt inspection practices to account for CFSI

Incorporate industry best practices for product authentication of
complex items that will provide additional assurance for preventing
CFSI

Incorporate industry best practices for using batch sampling with
authentication testing

Incorporate industry best practices for the use of standardized anti-
CFSI language in procurement documents
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(Current status)

Recurring actions:

1. Facilitate public meetings

2. Outreach efforts with U.S Government agencies & international
regulators



CYBER Related Issues [FY2013]:

SECY-11-0154
(Future activities)

1.
2.
3.

4.
5.

Determine the need for new inspection procedure for CDA suppliers
Determine the need for additional controls of non-safety related CDAs

Continue to develop NRC inspection guidance of licensee oversight of 10
CFR 73.54 suppliers

Evaluate the results from licensee/NRC inspections of 73.54 suppliers

Continue to develop NSIR’s Temporary Instructions for inspecting CDA
suppliers

Perform agencywide CFSI program effectiveness review [FY2014]:

Issues dependant upon other events:
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Issue Generic Communications for specific trends (as needed)
Evaluate the need to expand the CFSI program to FSME (upon request)
Evaluate the need to expand the CFSI program to NMSS (upon request)

NRC inspectors may need additional training to implement new CFSI
guidance in NRC Inspection Procedures



CFSI Resources

SECY-11-0154, “An Agency Wide Approach to ML112200150
Counterfeit, Fraudulent, and Suspect Items”

2. “Staff Review of Counterfeit , Fraudulent, and ML112130293
Suspect Items (CFSI)”

3. ‘“Licensee Commercial-Grade Procurement and GL91005
Dedication Programs (Generic Letter 91-05)

4. “Actions to Improve the Detection of Counterfeit GL89002
and Fraudulently Marked Products (Generic
Letter 89-02)”

5. “Counterfeit Parts Supplied to Nuclear Power IN2008-04
Plants (Information Notice 2008-04)”
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Daniel Pasquale

U.S. NRC, Office Of New Reactors
Sr. Operations Engineer

Office of New Reactors

Quality Electrical Vendor Branch
(CEVB)

(301) 415-2498
Daniel.Pasquale@nrc.gov

10




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket true
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /UseDeviceIndependentColor
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages false
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [300 300]
  /PageSize [612.000 792.000]
>> setpagedevice


